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Abstract. In this paper we propose a mechanism that is able to encourage agents,
participating in an open multiagent system, to follow a desirable behaviour, by
introducing modifications in the environment. This mechanism is deployed by
using an infrastructure based on institutional agents called incentivators. Each ex-
ternal agent is assigned to an incentivator that is able to discover its preferences,
and to learn the suitable modifications in the environment, in order to encour-
age its agent to perform actions, such that, the system’s preferences are fulfilled.
Finally, we evaluate the mechanism in a p2p scenario.
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1 Introduction

Open MultiAgent Systems (OMAS) are systems designed with a general purpose in
mind but with an unknown population of autonomous agents at design time. The agents
that populate such systems may be heterogeneous (e.g., they may have different un-
known preferences and behaviour) and their number may vary dynamically at runtime.
Based on their open nature, the general problem when designing OMAS consists in
assuring that agents will behave according to the system’s global objectives and prefer-
ences.

The research community has tackled this problem by defining organisational models
that structure and regulate the agent’s action space. Some approaches (e.g., the one
adopted in Electronic Institutions [6]), define the actions that agents can take in each
state of the system (performative structure) and rely on a certain infrastructure that
assures that agents cannot violate the defined rules. In these proposals, the implemented
rules – defined at design time – are fixed. They can be seen as heuristics that help to
meet the system’s global objectives. This approach has two disadvantages. First, the
agents may still have a certain degree of freedom and this may still imply a more or
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less efficient completion of the systems overall objective. Second, the fixed nature of
predefined rules may imply less flexibility in certain unforeseen situations. This may
occur especially in highly dynamic and complex systems.

Alternative approaches (e.g., OMNI [4]) deal with this problem. They also define
the valid actions in terms of norms, but agents are able to violate such norms [4]. In
order to avoid violations those approaches rely on penalties/rewards and implement
violation detection mechanisms. However, a new problem may emerge, what happens
if the current population of the system is not sensitive to the defined penalties and
rewards?

In our opinion, in (norm based) OMAS it is hard to specify a good set of norms at
design time. It may not be clear whether the proposed punishments/incentives have the
desired influence on the agents nor whether the specified norms may actually effect the
global utility in a positive way. Addressing the aforementioned problems, we propose
to endow OMAS with a mechanism that tries to induce agents at each moment to act in
a way that is appropriate from the point of view of the global utility of the system. The
work is inspired by the theory ”Economic Analysis of Law”, proposed by R.A. Posner
in [13]. In this work the author analyses normative systems from an economic point of
view. He focuses on the effects of norms in terms of outcomes on both, the behaviour
of individuals and the society as a whole. Assuming that individuals are rational, norms
are actually incentives that may induce agents to act in a certain way and this, in turn,
may have a certain effect on the society. Following these ideas, we propose an adaptive
incentive mechanism that: i) is able to identify the appropriate agents’ actions from the
systems point of view, ii) estimates agents’ preferences, and iii) induce agents to act in
the desired way by modifying the consequences of their actions.

The paper is organized as follows, Section 2 provides basic definitions and assump-
tions. Our approach is presented in Section 3. Section 4 describes the experimental
validation we have carried out in a p2p scenario. Section 5 puts forward some related
work. Finally, Section 6 gives some conclusions and points out lines of future work.

2 Definitions and Assumptions

We model an agent participating in a open multiagent system (OMAS) as a rational
utility maximizer defined as a tuple 〈S, g, U , t, s0〉; where S is the set of internal states
of the agent (s0 is the initial state); g : X ′ × S → S is the agent’s state transition
function3 that assigns a new internal state to the current state and a partial observation
of an environmental state x′ ∈ X ′; U : S → R is the utility function that assigns a
value to each possible internal state; and t is the agent’s decision function such that
t : S → A follows the principle of maximising the expected utility (MEU). That is,
t(s) = argmaxa∈Aeu(a, s) = argmaxa∈A

∑
s′∈S U(s′) · Ps(s

′|s, a), where A is the
set of possible actions; eu(a, s) is the expected utility of performing the action a in the
state s; U(s′) is the utility of the state s′ estimated by the agent; and Ps(s

′|s, a) is the
agents’ estimate, at state s, of the probability that state s′ will occur when executing
action a in state s.

3 In this work we assume that agents have a partial but perfect observation of the environment.



Agents participate in an OMAS that specifies the environment in which they carry
out their activities. An OMAS is modelled as a tuple 〈Ag, A, X , Φ, ϕ , U , x0〉; where
Ag is a set of agents, |Ag| denotes the number of agents in the system; A is a possibly
infinite action space that includes all possible actions that can be performed in the sys-
tem; X is the environmental state space; Φ : X × A|Ag| × X → [0. . 1] is the OMAS
transition probability distribution, describing how the environment evolves as a result
of agents’ actions; ϕ : Ag×X ×A → {0, 1} is the agents’ capability function describ-
ing the actions agents are able to perform in a given state of the environment (physical
restrictions); U : X → R is the utility function of the system that assigns a value to
each environmental state; and, finally, x0 ∈ X stands for the initial state.

OMAS are usually designed with a general purpose in mind – the global objective of
the system. This objective is represented by means of preferences which are captured by
the utility function U of the system. From the point of view of the designer, the problem
consists of how to optimise the global utility of the system assuming that agents will try
to optimise their own individual utilities. In order to do this, the agents’ behaviour may
be influenced by endowing the system with some kind of organisational mechanisms[2].
In particular, in this work we focus on incentive mechanisms.

Our notion of “incentive” is slightly different to the usual consideration of incentives
to be something positive. In our work, we consider that incentives are modifications of
the environment that have the aim to make a particular action a more attractive than
other alternatives {b, ...} and such that a rational agent would decide to take a. This
can be done either by making action a more attractive or by making the alternatives
less attractive. In the framework of the given definitions above, an incentive mechanism
is a function Υinc : X ′ → [X × A|Ag| × X → [0. . 1]] that taking into account its
partial view of the environmental state, changes the transition probability distribution Φ
of an OMAS. The rationale behind this definition is that changing the consequences of
actions may produce variations in the expected utility of agents. Therefore, they would
change their decisions accordingly to the new consequences. We say that an incentive
mechanism is effective if its implementation implies an improvement of the utility of
the system U .

We make the following assumptions:

Assumption 1 The action space in the system is finite.

Assumption 2 the environment of a system can be discretized by a finite set of at-
tributes: X = {X1, . . . , Xn}. An environmental state xi ∈ X can be modelled as a set
of tuples xi,j = 〈attribute, value〉 assigning a value to each attribute. The incentive
mechanism has permission to modify the values of at least some of those attributes.

Assumption 3 agents have multi-attribute utility functions ([10]) defined over some
attributes of the environment. The attributes are additively independent. That is, the

utility function can be expressed as: U(s) =

n∑
j=1

wj · ui,j where ui,j is the utility of

the attribute xi,j perceived in the state s and wj is the weight of attribute Xj . Their
preferences do not have to be aligned with the preferences of the system.



Assumption 4 The global utility function of the OMAS is a multi-attribute utility func-
tion over the attributes that define an environmental state and where attributes are ad-
ditively independent.

3 Effective Incentive Mechanism

The proposed incentive mechanism accomplishes two basic tasks: i) selecting the ac-
tions to be promoted in order to improve the global utility of the system; and ii) per-
forming the required changes in the environment in order to make the desired actions
more attractive for the agents.

Whereas in standard normative approaches both tasks are solved at design time (by
specifying norms), we propose to solve them at runtime. We use learning algorithms
that allow to adapt the incentive mechanism to the current agent population as well as
to possible changes in the environment.

Similar to the use of an infrastructure in other organisation-based multi-agent sys-
tems for regulating the interactions between external agents and the system (e.g., in
AMELI in Electronic Institutions [7]), we propose to deploy the incentive mechanism
as an infrastructure. We propose to endow an OMAS with institutional agents, called
incentivators, in charge of implementing the functionality of the incentive mechanism
for a particular agent. That is, each external agent is assigned to an incentivator that
aims to discover agent’s preferences, as well as, to learn how to stimulate it by modify-
ing the consequences of its actions. Furthermore, incentivators can communicate with
each other allowing them to coordinate their actions.

3.1 Discovering Agents’ Preferences

The action selection mechanism of rational agents is based on an ordering over actions,
in terms of expected utility. In order to induce such agents to perform a certain action, an
incentive mechanism could either modify the consequences of that action in such a way
that the resulting state is more attractive, or it could modify the consequences of the rest
of the actions in order to make them less attractive. If the agent’s preferences are known,
this becomes a relatively easy task. However, in open systems, agents’ preferences are
unknown and, thus, have to be discovered.

One approach to preferences elicitation is either to ask agents a set of questions
regarding their preferences. Based on the identified preferences, the utility functions
can be estimated [1]. However, this approach has obvious disadvantages, especially in
non-collaborative domains, e.g. agents could lie giving their answers. Alternatively, we
propose to use a non-intrusive approach where each incentivator discovers its agent’s
preferences by observing its behaviour in response to given incentives. The characteris-
tics of the discovering process are: i) it is a learning process; ii) it is independent, i. e.,
the incentivator does not require to coordinate with any other incentivator; and iii) the
incentivator receives an immediate local reward, i. e., whether the agent reacts to the
modifications in the environment or not. With these characteristics in mind, Q-learning
with immediate rewards and ε-greedy action selection [15] has been chosen as mech-
anism to carry out this task. In each step, each incentivator selects the most promising



attribute to modify and a value for this attribute, applies the changes, observes its agents
reaction and modifies the q-values for attributes and values accordingly.

For the sake of simplicity, the process has been split up into two different but related
learning process. On one hand, the incentivator has to discover the attributes that affect
an agent’s utility function, and, on the other hand, it has to identify the required values
of these attributes in order to make an agent change its mind.

Learning the attributes that influence agents’ behaviour In the scope of Q-learning,
the action space Zi of the incentivator for agent agi is composed of the attributes the
incentivator is authorised to modify in the system. More formally: Zi ⊆ {X1, . . . , Xn},
where Xj are attributes belonging to the environmental state of the system. Thus, when
the incentivator takes the action zi,j this means that the attribute Xj is modified. After
that, it receives a reward that rates that action, and the action-value function estimation
is updated as follows:

Qt+1(zi,j) = Qt(zi,j) + α · [Rt(zi,j)−Qt(zi,j)] (1)

where α is the learning rate and Rt(zi,j) the reward. As we said before, the idea is
to discover an agent’s preferences by observing how it reacts to the modification pro-
posed. Thus, an action is rated positively if the external agent performs the action the
incentivator wanted to, and negatively if not. This is captured by using the following
reward function:

Rt(zi,j) =

{
+1 if agent performed the action
-1 i.o.c. (2)

Besides, in order to explore new attributes, a random selection is made with small prob-
ability ε, and the highest q-value attribute (greedy action) is exploited (chosen in the
next step) with probability (1− ε).

Learning the values of attributes The next step in the learning process is to learn the
most effective value of the attribute selected. The characteristics of this problem are the
same as the attribute learning process. Again, Q-learning with immediate rewards and
ε-greedy action selection is used. In this case, the action space Yi,j of the incentivator
for agent agi depends on the attribute Xj selected previously by the attribute learning
algorithm. It is composed of the different values that Xj may take. Formally: Yi,j =

{value ∈
[
valuemin

Xj
, valuemax

Xj

]
}, where value stands for the set of different values

the attribute Xj may take4. As update and reward functions we use the same formulae
as before (equations 1 and 2).

Combining both learning phases, in each step an incentivator proposes a modifica-
tion – a new value for a pair x∗i =〈attribute, value〉. Over time, x∗i eventually converges
towards a pair that influences the behaviour of agent agi.

4 This approach requires the set of values to be discrete. In case it is continuous, it should be
discretized previously.



3.2 Identifying desirable actions

As we have introduced previously, the incentive mechanism has to decide which actions
should be incentivized in order to improve the system’s utility. In scenarios where the
outcome of the action performed by an agent does not depend on the actions taken by
others, these actions could be determined locally. However, in many common situations
the outcome of an action depends on the joint action of all participating agents. In order
to account for this fact, all incentivators should work as a team so as to coordinate
the actions to be promoted. The main problem in order to carry out such a task is that
incentivators have just a local view of the system – the result of the action performed
by “their agents”.

Therefore, this task should have the following capabilities: i) learning a joint action
in a cooperative way; ii) dealing with the lack of information about the actions taken by
other members of the team; and iii) dealing with immediate local rewards. With this in
mind, incentivators are endowed with a reinforcement multiagent cooperative learning
algorithm that updates the action-value function estimation with the typical Q-learning
function (equation 1). As reward function we use the global utility, that is calculated by
aggregating the local rewards through a gossip-based algorithm.

Incentivator’s action space The first issue that needs to be addressed, is determin-
ing the action set of an incentivator in this learning task. It is composed of the set of
actions its agent (agi) can take in the current situation, combined with the attribute
modification selected by the attribute learning algorithm described earlier. Formally:
Vi ⊆ {∅, βi,1, . . . , βi,n}; where ∅ is the skip action; and βi,j = 〈ai,j , x∗i,j〉, where ai,j
stands for an action agent agi can perform in the current situation; and x∗i,j is the at-
tribute modification selected as result of the learning process explained in 3.1. When an
incentivator takes the action βi,j , this means that the action ai,j should be made more at-
tractive by modifying its consequences through a change of the 〈attribute,value〉 pair
x∗i,j . The action ∅ means that none of the actions will be promoted (e.g. no parameters
of the environment will be changes).

Calculating the reward After taking an action (vi,j ∈ Vi), the incentivator i receives
a reward that rates such an action, and the action-value function estimation is updated
by using the corresponding formula (equation 1). This reward is calculated as follows:
Rt(vi,j) = Ūi(x); where Ūi(x) is the incentivator’s estimation of the global utility in
the environmental state x reached after the last step. Since an incentivator has only a
local view of the system, it can calculate Ūi(x) only based on its local perception of the
environment5. In order to take into account the actions taken by other incentivators, it
should transform its local estimation into an estimation of the global utility. Based on
the assumption of additive independence of the attributes in the system’s utility func-
tion, the global utility can be estimated by aggregating the local utility estimations of
all incentivators. In order to perform this task, each incentivator is endowed with the
gossip-based aggregation algorithm presented in [9].

5 We assume that incentivators know the system’s utility function.



action performed by its agent. We assume that they do not have
access to the global situation of the system as a result of the actions
performed by all agents.

In summary, the characteristics of a learning algorithm for learn-
ing the actions to incentivize are: i) capability of learning a joint
action in a cooperative way; ii) capability of dealing with the lack
of information about the actions taken by the other members of the
team; and iii) capability to deal with immediate local rewards. With
this characteristics in mind, incentivators are endowed with a rein-
forcement multiagent cooperative learning algorithm that updates
the action-value function estimation with the Q-learning function
(equation 2). As reward function we take the global utility function
of the system, which is calculated by aggregating the local rewards
through a gossip-based algorithm.

3.2.1 Incentivator action space
The first issue that needs to be addressed, is determining the ac-

tion set of the incentivator in this learning task. The incentivator
action space is composed of the set of actions its agent (agi) can
take in the current situation, combined with the attribute modifica-
tion selected by the attribute learning algorithm described earlier.
Formally:

Vi ⊆ {∅,βi,1, . . . ,βi,n} (5)

where ∅ is the skip action; and βi,j = �ai,j , x
∗
i,j�, where ai,j

stands for an action agent agi can perform in the current situa-
tion; and x∗

i,j is the attribute modification selected as result of the
learning process explained in 3.1. Therefore, when the incentiva-
tor takes the action βi,j means that the action ai,j should be made
more attractive by modifying its consequences through a change of
the �attribute, value� pair x∗

i,j . In case the incentivator takes the
action ∅ that means that no action will be incentivized.

3.2.2 Calculating the reward
After taking an action (vi,j ∈ Vi), incentivator i receives a re-

ward that rates such an action, and the action-value function es-
timation is updated by using the corresponding formula (equation
2). The reward function used in the update process is defined as
follows:

Rt(vi,j) = Ūi(x) (6)

where Ūi(x) is the incentivator’s estimation of the global utility of
the system in the environmental state x reached after the last step.

As we have mentioned before, an incentivator has only a local
view of the system and, thus, can calculate Ūi(x) only based on
its local perception of the environment3. In order to take into ac-
count the actions taken by other incentivators, however, it should
transform its local estimation into an estimation of the global util-
ity of the system. Based on the assumption of additive indepen-
dence of the attributes in the system’s utility function, the global
utility can be estimated by aggregating the local utility estimation
of all incentivators. In order to perform this task, each incentivator
is endowed with the gossip-based aggregation algorithm presented
in [8]. This algorithm is designed for working in large and dynamic
networks. Moreover, it is based on message exchange and the con-
cept of neighbour. The idea is that each agent holds a local value,
and by exchanging messages with its neighbours the local values
are aggregated by using some aggregation function.

The algorithm is presented in Table 1. Each incentivator exe-
cutes two different threads. The active thread periodically initiates
an information exchange with a random incentivator j by send-
ing it a message containing the local utility estimation Ūi(x) and
3We suppose that incentivators know the system’s utility function.

a) active thread
do once each δ time steps
j ← getIncentivator()
send Ūi(x) to j
Ūj(x) ← receive(j)
Ūi(x) ← update(Ūi(x), Ūj(x))

b) passive thread
loop

Ūj(x) ← receive(∗)
send Ūi(x) to sender(Ūj(x))
Ūi(x) ← update(Ūi(x), Ūj(x))

end loop

Table 1: Gossip-based algorithm executed by each incentivator

waiting for a response with the local utility estimation Ūj(x) from
incentivator j. On the other hand, the passive thread waits for mes-
sages sent by other incentivators and replies with the local util-
ity estimate. Moreover, the function getIncentivator returns a
uniform random sample over the entire set of incentivators. The
method update updates the local utility estimation of incentivator
i by aggregating the current value and the received value from other
incentivator. After performing some tests, we have chosen as up-
date method the average. Therefore, update(Ūi(x), Ūj(x)) returns
(Ūi(x) + Ūj(x))/2.

The algorithm does not change the global utility but it decreases
the variance over the set of all local estimates of the global utility.
The outcome of the algorithm is taken as the reward in equation 6.

Summarizing, an incentivator takes an action, that implies to in-
centivize a particular action of its agent by modifying its conse-
quences with the attribute modification selected. After that, the
choice is reinforced with the global utility of the system in order to
take into account the actions taken by the rest of incentivators. The
global utility of the system is computed by using a gossip-based
aggregation algorithm that is able to aggregate the local utilities of
each incentivator. Following this process, incentivators learn which
action should be incentivized in a cooperative way.

3.3 Interaction between agents and incentiva-
tors

Two different types of interactions could be performed between
an incentivator and its agent. On one hand, in order to enable agents
to reason about incentives, the incentivator informs its agent about
the new consequences of the desirable action. Before an agent se-
lects a new action to perform, it can query the incentivator asking
for the possible new consequences of a set of actions the agents
considers.

On the other hand, in order to discover the agent’s preferences
the incentivator observes the reaction of the agent regarding the
proposed incentive for a given action. In particular, the incentiva-
tor monitories the actions the agent actually performs and evaluates
whether or not these actions are the same as the actions that have
been incentivized. This information provides feedback for the pref-
erences learning algorithm. In this regard, it should be noted that
it is possible that an agent actually performed an action because of
its own interests (and not because of the proposed incentive). The
incentivator does not have any mechanism to distinguish such a sit-
uation. We assume that the exploration/exploitation process in the
Q-learning algorithms will detect such situations and converges to
an estimation of the agent’s correct preferences.

4. CASE STUDY: A P2P SYSTEM
As case study we have choose a peer-to-peer scenario for file

sharing. In this kind of system a number of peers are connected
through a network with the aim of sharing some files. Normally,
only few peers have the whole files – they are called seeders – and
the rest of peers connected to the network – leechers – download
pieces of files by using a particular protocol.

Table 1. Gossip-based algorithm executed by an incentivator

The idea is that each incentivator holds a local value, and by exchanging messages
with its neighbours the local values are aggregated by using some aggregation function.
Two different threads are executed (see table 1). The active thread periodically initiates
an information exchange with a random incentivator j by sending a message containing
the local utility estimation Ūi(x) and waits for a response with the utility estimation
Ūj(x) from incentivator j. On the other hand, the passive thread waits for messages sent
by other incentivators and replies with the local utility estimate. The update method
updates the local utility estimation by aggregating the current value and the received
value. In our particular use case (see Section 4), we have chosen the average. Therefore,
update(Ūi(x), Ūj(x)) returns (Ūi(x) + Ūj(x))/2. This function decreases the variance
over the set of all local estimates of the global utility.

3.3 Interaction between agents and incentivators

Two different types of interactions could be performed between an incentivator and its
agent. On one hand, in order to enable agents to reason about incentives, the incen-
tivator informs its agents about the consequences of the desirable actions. Before an
agent selects a new action, it will query the incentivator asking for the possible new
consequences of the actions the agent considers6.

On the other hand, each incentivator observes the reaction of “its” agents to the
proposed incentives. This information provides feedback for the preference learning
algorithm described earlier. It should be noted that it is possible that an agent may per-
form an action because of its own interests (and not because of the proposed incentive).
We do not have any mean to distinguish such situations. We assume that the explo-
ration/exploitation process will detect such situations and converge to an estimation of
the agent’s preferences.

4 Case Study: a P2P System

We have chosen a peer-to-peer (p2p) file sharing scenario for evaluating our approach.
Such scenarios are clear examples of open systems where the objectives of individuals
may not coincide with the objectives of the system.

In such systems normally only few peers (seeders) have the whole information; and
the rest of peers (leechers) download pieces by using a particular protocol. We focus

6 We suppose rational agents will always use this “service” since it is in their own interest.



on peers sharing a file with the BitTorrent protocol [3]. Following this protocol, a file
is split in pieces of 256KB each and every piece is split in 16 sub-pieces called blocks.
Peers exchange blocks and each block can be downloaded from different peers. For the
sake of simplicity we leave out the phases in which peers and data are identified and
peers get a list of neighbours to communicate with (view figure 1). We just focus on the
phase carried out to get each block. In this phase, each peer sends a bitfield message
to its neighbours asking for their file status. After that, the peer has to decide which
neighbours will be asked for the next block to download. A request message is sent to
the selected peers. When a peer receives a request message it has to decide whether
the requested block will be uploaded or not. Once a peer accepts the request, it sends
a piece message containing the requested block. Immediately, the receiver of the piece
sends a cancel message to the other neighbours it asked for the same block. When the
download is finished, a have message is sent to the agent’s neighbours in order to update
their file status.

	 Peer	 1 Peer	 2
Peer1's	 Neighbor

Peer	 3
Peer1's	 Neighbor

Bitfield Bitfield
Bitfield

Bitfield

Request
Request

select
neighbours

Piece Cancel

Have

Fig. 1. Simplified BitTorrent Protocol

4.1 P2P system model

Regarding the most common problems in p2p systems (e.g. non-cooperation of peers,
flooding of the network, etc. [8]), the objectives of the system could be specified as
follows: i) peers should download/upload as many files/blocks as possible in order to
increase the number of available files; ii) the usage of the network should be as low
as possible; and iii) the time spent on downloading files should be as short as possible
in order to avoid an overload of the network. These objectives might be captured by a
multi-attribute utility function as follows:

U(x) = Ufiles · w0 + Ublocks(x) · w1 + UCn
(x) · w2 + UCt

(x) · w3

where, Ufiles(x), is the utility of the number of already downloaded files, Ublocks(x)
represents the utility of the number of downloading/uploading blocks in the state x, the
greater the number of downloading/uploading blocks, the greater the utility is; UCn

(x)
is the utility of the usage of the network in the state x, following the work presented in
[11], we have defined this parameter as network cost and it represents the sum of the
network usage of each message (cmi ) sent among agents. It is calculated as follows:



Cn =

#msgs∑
i=0

cmi such that cmi = mlength · Lat(morg,mdst)

where mlength is the length of a message, and Lat(morg,mdst) is the latency between
the origin and destiny of the message7. The lower the network cost, the greater the
utility is. Finally, UCt

(xj) is the utility of the time spent on downloading a file (time
cost). The shorter the time cost, the greater the utility of the system. The partial utilities
Ux are calculated, in case of maximization, as the ratio between the actual value of the
parameter x divided by the maximum possible value of the current state (1 minus the
ratio in case of minimization). w0, w1, w2, w3 allow us to weight each attribute.

4.2 Peer agent model

Peers are modelled as rational agents that follow their own preferences. We focus on
two main decisions peers have to make: i) to decide to how many neighbours it will send
a request message asking for the next block to download; and ii) to decide how many
requests received from other peers are accepted (i.e.., how many piece messages are
send). Accordingly, the action space of a peer is:A = {sendPiece(n), sendRequest(n),
skip}, where n is the number of neighbours it sends a piece or request message8.

Peers that join the system obtain a certain bandwidth. Furthermore, we assume that
peers have to pay a regular fee in order to connect to the network. Besides, a peer has a
file it is sharing and whose status can be partially/completed downloaded. When a peer
joins the system it receives a list of peers (neighbours) it can contact. We assume that
a peer knows the latency with all its neighbours9; and their file status is updated when
have messages are received.

The attributes that may have some influence on a peer’s preferences are bandwidth,
fee, number of downloading/uploading blocks of a file and time spent on downloading
a file. We capture such preferences through the following general multi-attribute utility
function:

U(x) = Ubw(x) · w4 + Ufee(x) · w5 + Udown(x) · w6 + Uup(x) · w7 + Ut(x) · w8

where Ubw(x) is the utility of the bandwidth rate - the bandwidth regarding to the avail-
able bandwidth; Ufee(x) represents the utility of the fee that has to be paid to connect
to the network; Udown(x) stands for the utility of the number of downloading blocks;
Uup(x) is the utility of the number of uploading blocks to other peers; Ut(x) repre-
sents the utility of the time spent on downloading a file; and w4, w5, w6, w7, w8 are the
weights assigned to each attribute.

Different kind of peers can be modelled by instantiating the weights of this utility
function. For instance, we can model agents interested in having the greatest number
of downloading blocks, or agents interested in having the lowest available bandwidth
possible, etc.

7 Latency is assumed to be constant and symmetric.
8 Note that the action that, for instance, sends two requests to neighbours 1 and 2 is different to

the one that sends two requests to neighbours 1 and 3.
9 It can be easily calculated by using ping messages.



4.3 Regulating the system

With the aim of improving the system’s global utility, we have endowed the system
with two different types of regulation mechanisms: a standard normative system, and
our incentive mechanism.

The normative system is based on a set of norms coupled with penalties that are ap-
plied when norms are violated. In particular, three norms have been designed at design
time, that is, before knowing the population of the system: N1: ”It is prohibited to use
more bandwidth than x%”; N2: ”A peer is obliged to upload a block when at least y%
of the bandwidth is available”; and N3: ”It is prohibited to request a block to more than
the z% of neighbours”10. The set of norms is designed according to the global objective
of the system. Norm violations are penalised with an increase of the fee in 5 units. Such
violations are detected with a 100% efficiency.

Regarding the incentive mechanism, it is deployed by taking advantages of the own
nature of p2p systems. That is, incentivators are located at network service providers.
Thus, the communication among them will be fast. Incentivators are authorized to mod-
ify the bandwidth assigned to peers and the fees peers pay to connect to the network.
So, the action spaces agent agi’s incentivator are Zi = {feeagi , bwagi} and Yi,fee =
{valuefeeagi

∈ [valuemin
feeagi

, valuemax
feeagi

]} in case the attribute selected is the fee; or
Yi,bw = {valuebwagi

∈ [valuemin
bwagi

, valuemax
bwagi

]} in case of bandwidth. The actions
that can be incentivized by incentivators are sendPiece(n), sendRequest(n) and skip,
where n can be instantiated by a number of neighbours.

4.4 Experimental results

We have conducted some experiments to evaluate our proposal and to compare it to
other approaches. We have used the following setup: we have instantiated the p2p sys-
tem, where peers only have to exchange a single file of 15 blocks. The latencies among
all peers are randomly distributed in the range [10, 400] ms and the bandwidths in
[640, 1024, 2048, 4096] Mb/s. The fee an agent has to pay to connect the system is
randomly selected in the range [10, 50] with steps of 5 units. In order to calculate the
network cost measure of the system a message length for each kind of message is re-
quired. The following values have been assigned: piece message = 128Bytes, request
and cancel message = 1Byte, and incentivators communication = 1Byte. The simula-
tion environment has been developed at a synchronous way, that is, the execution is
performed by time steps. Each time step is equivalent to 10ms, it means that a re-
quest/cancel message sent between two peers connected with a minimum latency of
10ms takes 1 time step to arrive. Moreover, each message has a ttl of 6 time steps since
it arrives to the destiny, that is, a request, not answered in less than 6 time steps, will be
discarded. The utility function of the system is weighted with the following parameters:
w0 = 0.5, w1 = 0.2, w2 = 0.125 and w3 = 0.175. Regarding the normative system,
norms were initiated with x = 85%, y = 25% and z = 85%. The learning algorithms
in the incentive mechanism are initialised with α = 0.9 and ε = 0.1. Besides, the q-
values are initialised optimistically with 1 (the maximum value) in order to assure more
exploration at the beginning.
10 x, y, z are percentages that can be defined by the designer



Experiment 1: Non collaborative agents that are sensitive to the fee In this experi-
ment the p2p system is populated with 50 peers. They are modelled as non collaborative
agents. That is, they are interested in downloading blocks, but not in uploading. In ad-
dition, they are sensitive to modification in the fee they are paying for connecting to the
network. This is captured by the following weights in their utility function: w4 = 0.2,
w5 = 0.399, w6 = 0.3, w7 = 0.001 and w8 = 0.1. Each peer receives a list of 2-4
neighbours that is randomly generated among all possible peers. Moreover, a 25%, as
maximum, of peers are seeders, and the rest of them are leechers. All peers have, at
least, 1 seeder as neighbour. Leechers have already downloaded between 0-14 blocks,
that is, they aim to download between 1 and 15 blocks. In the normative system, norm
violations are penalised with an increase of the fee in 5 units.
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Fig. 2. Experimental results experiment 1

The experiment has been executed with four different configurations: i) without
any regulation, ii) with the normative system, iii) with our proposal, and iv) with both,
normative and incentive mechanisms at the same time. Figure 2(a) plots the average
utility obtained by all peers participating in the system. As we can see, agents obtain
the highest utility when the system is executed without any regulation mechanisms.
That is obviously, because nothing restricts the freedom of agents to do what they want.
The second best performance is of the incentive mechanism. The reason is that agents
are regulated by giving incentives, that is, they are incentivized to perform in a cer-



tain manner by paying a lower fee, in this particular case. The normative system and
the combination of both mechanisms work similarly ”bad” regarding the agents utility.
That happens because norms restrict agents’ behaviour, so, their utility is lower be-
cause of the punishments. Regarding the system, figure 2(b) plots the evolution of the
its utility for each configuration. It shows clearly that the systems utility is low if no reg-
ulation takes place. This was expected because the analysed population of peers does
not behave according to the system’s preferences. On the other hand, the normative and
incentive mechanisms work similarly well. The incentive mechanism is a bit “slower”
at the beginning due to the learning algorithm, that is, incentivators have to discover
that the money is the attribute that has influence on the peers. Finally, the combina-
tion of incentive and normative is the one that performs best. It could happen because
norms restrict the valid actions and the incentive mechanism induces agents to perform
the desirable actions, so utility is always improved. This is also shown in figure 2(c),
which compares the four mechanisms regarding to the number of peers that are able
to download the whole file and the time spent on it. By using the combination of in-
centive and normative, all peers (50) are able to download the whole file. On the other
hand, 49 peers are able to download the file when using the incentive and the norma-
tive mechanisms respectively. However, the time spent is higher in case of the incentive
mechanism, due to the learning process, as it has been pointed out previously.

Concluding, in the case of previous knowledge about the agents preferences and
where norms have been designed by taking into account such information, the incentive
mechanism works similar to the normative system.

Experiment 2: Non collaborative agents that are not sensitive to the fee In this
case the system is populated by 50 peers that are not collaborative as well. This is
captured by the following weights in their utility function:w4 = 0.2,w5 = 0.001,w6 =
0.399, w7 = 0.001 and w8 = 0.399. We have specifically chosen a peer population
that is not sensitive to changes in the fee they are paying, e.g., they do not care about
increasing fees. This can be seen from the weights in the agents’ utility function (in
particularw5 = 0.001). This describes a case where the designed norms (all based on an
increase in the fee as a punishment) will not be very effective for the given population
of agents. Figure 3(a) plots the average utility obtained by all peers. The results are
clearly better when the incentive mechanism is employed, either alone or coupled with
the normative system. The results are clearly better when the incentive mechanism is
employed. Implicitly, this mechanisms is able to identify that instead of the fee, the
bandwidth has an influence on peers’ utility. It uses changes in the available bandwidth
to make the upload of blocks to other peers attractive. Regarding the system, figure
3(b) plots the utility of the system when it is regulated by the different mechanisms.
As it was expected, the system improves its performance when it is regulated by the
incentive mechanism because it is able to influence agents’ behaviour regarding the
sending of their blocks. Finally, in figure 3(c) we can see the number of peers that are
able to download the whole file. In the case of normative and no mechanisms, none
of the peers are able to download the files, only the initial seeders have the whole file,
that is why the time spent on downloading the files is zero. On the other hand, with the
incentive mechanism 48 out of 50 peers download the whole file, by spending 7640ms.
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Fig. 3. Experimental results experiment 2

In contrast, when the incentive mechanism is coupled with the normative system the
results are improved and 49 out of 50 peers download the whole file spending less time
(6770ms). This may be due to the fact that the influence of the fee on the utility of
agents is not zero, and thus, the punishments together with the incentives may have a
better behaviour.

It is important to note that the overhead introduced as a consequence of the gos-
sip algorithm is taken into consideration in the network cost attribute calculated in the
system utility function. That means, the incentive mechanism is beneficial even if the
overhead is taken into account. The experiment makes clear that a normative system
does not fulfil its goal if the agents are not sensitive to the applied punishments. In
contrast, the proposed incentive mechanism is able to adapt to such situations.

5 Related Work

Many approaches have been proposed, in the field of multi-agent organisations, to reg-
ulate the activities of agents in a MAS [6, 4]. In most of them, the concept of norm
appears as a main piece. Some approaches, like [6], focus on defining the set of allowed
actions in each possible state of the system and assure that agents are just allowed to
perform the valid actions. We think our approach is compatible with such approaches.
Our work can be used for inducing a particular action, among all possible valid actions,
optimising in that way the system’s efficiency. Other approaches, like [4], propose to



couple norms with penalties/rewards which give agents the possibility to violate a norm.
In these approaches norms are usually defined at designed time, what implies that some
assumptions are made with regard to the agent population (e.g. the attributes that have
an influence on agent’s preferences). In our work, we do not assume a priori knowledge
about agents’ preferences; our approach tries to learn such preferences for each agent
and, thus, provides a basis for an individualised incentivation/punishment mechanism.

Our work is quite related to mechanism design [12], as it aims at influencing the
behaviour of rational agents in a desired direction. However, instead of directly defining
the (interactions) rules of the system, we try to achieve desired behaviour of agents by
modifying their environment at runtime (i.e. agents interact only through environment).
Furthermore, we do not assume that the agents’ pay-off functions are known, but we
intend to learn which of the environment attributes are relevant for an agent’s pay-off,
so as to dynamically adjust incentives for it at runtime.

Recently, some papers have been published with a similar focus as ours [14, 5, 16,
17]. All of them address the same problem, how to influence agents’ behaviour in or-
der to induce some desirable behaviour. As solution they focus on formal approaches
based on environment design techniques, incentive based approaches and behaviour
cultivation. They prove by experimental results that their approaches effectively induce
desirable behaviour. However, they do not deal with scalability issues. Thus, the main
contribution of our work regarding to them, is that we propose to deploy the mechanism
by using an infrastructure where the control and computation is distributed.

Regarding p2p systems, in [11] the authors propose to regulate and adapt a p2p sys-
tem by learning and establishing new social conventions with the aim of improving the
system’s performance. The main difference to our work is that they assume a certain
control over agents, because when a new convention is learnt, it is established and as-
sumed that agents will follow it. Other works have proposed incentive-based solutions
for p2p related problems (e.g., [8]). However, it is usually assumed that some attribute
have an influence on peers’ preferences and punishments and incentives are defined
based on this assumption.

6 Conclusion

In this paper we have put forward an incentive mechanism that is able to induce desir-
able behaviour by modifying the consequences of actions in open MAS. The mecha-
nism tries to discover which attributes have some influence on agents’ preferences and
learns how agents can be incentivized. It is deployed by using an infrastructure based
on institutional agents called incentivators. The incentivators use the Q-learning algo-
rithm to discover agents’ preferences by observing how they react to modifications in
the environment. Moreover, they learn – in a cooperative way, using Q-learning and a
gossip-based reward calculation algorithm – which joint actions should be incentivized
in order to increase the utility of the system. Finally, the proposed mechanism has been
tested in a p2p file sharing scenario, showing that it is a valid alternative to standard
normative systems. In particular it outperforms regulation mechanisms based on fixed
norms if the design assumptions of such norms are not fulfilled.



As future work, we plan to explore other learning techniques that may be more
suitable in scenarios where agents preferences may vary over time. In principle, Q-
learning can deal with such situations, but it may be too slow to obtain the desired
adaptation of the system. Furthermore, the mechanism is currently able to perform the
modification of just one attribute at the same time. In this sense, we will explore the
possibility of modify a set of attributes jointly.
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